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AI Fatigue

A term used to describe the feeling of being overwhelmed by the rapid 
growth of artificial intelligence (AI) technologies.



AI Hype: Myth vs Reality
Myth: AI Will Replace 
Network Engineers

Reality: Your skills are 
needed now more than 
ever. 
 

1 Myth: AI-powered Networks 
are Fully Autonomous

Reality: AI can automate 
processes, but a human in the 
loop is still required.
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Myth: AI Will Solve All 
Network Engineering 
Problems

Reality: AI excels at pattern 
recognition and anomaly 
detection, but don’t think you 
can just give it network data 
and your problems are solved. 

2 Myth: AI in Networking is 
ALL HYPE

Reality: AI is the next 
evolution of automation. 
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AI Hype: Myth vs Reality
Estimated that 80% of workers belong to an occupation with at 
least 10% of its tasks exposed to LLMs, while 19% of workers are 
in an occupation where over half of its tasks are labeled as 
exposed. 

2023: GPTs are GPTs: An Early Look at the Labor Market Impact Potential of Large Language Models 

https://arxiv.org/abs/2303.10130


93% of companies believe AI will be a game changer 
in driving growth and innovation in the sector

Deloitte, “Survey,” 
https://www2.deloitte.com/cn/en/pages/consumer-industrial-products/articles/ai-manufacturing-application-survey.html



But why?



Let’s talk about Artificial 
Intelligence (AI)



What is generative AI?



Working with generative AI

• Text, image, other media, and 
multi-modal models

• Summarization, analogies, 
translation and localization, 
personalization, with long 
memory and conversational 
capabilities

Prompt: "James Bond 
moonwalk on the beach, 
animation style"



Where does generative AI fit?
Artificial intelligence (AI)
Any technique that allows computers to mimic human 
intelligence using logic, 
if-then statements, and machine learning

Machine learning (ML)
A subset of AI that uses machines to search for patterns in 
data to build logic models automatically

Deep learning (DL)
A subset of ML composed of deeply multi-layered 
neural networks that perform tasks like speech and 
image recognition

Generative AI



How does it work?



LLM Network Operations Use cases

Threat Detection

Traffic Analysis
Threat Detection
Policy Updates

Documentation

Configuration
Best Practices
Documentation

Health Checks

Performance 
Analysis
Capacity Planning
Optimization

Real-time Monitoring

Alert Analysis
Root Cause Analysis
Fix Generation

“ChatOps”



LLM Challenges

Lack of Domain 
Knowledge

Temporal
Awareness

Training Data 
Cut-off Date

Hallucinations
Lack of 

Proprietary
Knowledge

Privacy
and

Security



So what does this mean for 
networking?



The Evolution of Network Management

1980-1990s: Manual 
Configuration

2000s: 
Network 

Management 
Systems

2010s: 
Software 
Defined 

Networking 
(SDN)

2020s: 

AI-powered 
Networking



Today’s networks



Application connectivity requirements 

Traffic paths
Confined within a VPC

Inter-VPC 
Inter-Region

On-premises access

Security requirements
Network segmentation?
Traffic inspection 

required? 
L7, L4 ?

Traffic initiation 
one-way or two-way?

Zero trust 
connectivity?

Performance
Bandwidth 
Latency

Cost considerations
Data transfer 

inter-AZ
Data processing 

charges



What would a network agent 
look like?



What is an AI agent?
An application powered by 
a large language model 
(LLM) with a predefined 
system prompt

Has a set of tools, which 
are self-contained 
functions designed to 
perform a specific task



Network Agent Requirements

Must Have

• Data collection
• Single source of truth 
• Network telemetry data
• Documentation access

Should Have

• Chat integration (NLP)
• Historical data
• Ticketing system
• Approval workflows

Nice to Have

• Fine-tuned models
• CMDB integration
• Advanced analytics
• Custom dashboards

Key Risks and Considerations

• Data sensitivity
• Access control

• Compliance needs
• Skills gap

• Data quality
• Legacy integration



Architecture

Networking 
Layer AI Layer

API 
Integration 

Layer

User 
Interface 

Layer



Implementation: Network Layer
Data Collection

State Data Metric Data Event Data

Data Processing

Ingestion

Transformation

Loading

Data Storage

Time 
Series 
DB

Document 
Store

Cache 
Layer
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Implementation: AI Layer

Network 
Agent Monitoring 

database

Configuration 
database

Network 
documentation

Data resources

Monitoring 
microservice

Metric Analysis Actions

Configuration Actions

Network Knowledge Base

get-interface-metrics

get-routing-info

search-n
etwork-d

ocs



Implementation: AI Layer

User Query

“How many VPCs 
do I have in 
us-east-1?”

Network 
Agent

Tools

Memory

Planning

Orchestration

Response

“You have 
5 VPCs.”



Implementation: 
AI Layer Tools 
Example



Implementation: 
AI Layer Tools 
Example



Implementation: 
AI Layer Tools 
Example



Implementation: API Integration

API Request

/api/v1/network/*
 + Bearer Token

API Gateway

• Auth Check
• Permissions 

Check
• Rate 

Limiting
• Request 

Routing

Network Agent

• Tools
• Memory
• Planning
• Dev



1. ModelId

5. List of Tools

4. Hyperparameters

2. Message history
3. System Message



Implementation: User Interface

CLI 



Implementation: User Interface
Streamlit



Implementation: User Interface
Custom HTML / React



Network Agent in Action!



1. Using a basic network query

Asking Claude about my network 🤷



2. List available tools

Asking our agent about the available tools.



3. Basic Network Agent Query

Asking the network agent about my network



3. Basic Network Agent Query

Asking the network agent about my network

It got it right!



4.Complex Network Agent Query 

“Find what region this vpc 
<vpc>vpc-01bfb2e935767a000↙vpc> 
is in and determine if it has 
internet connectivity.”



4.Complex Network Agent Query 

The agent has to think and plan

Thinking



4.Complex Network Agent Query 

The agent has to think and plan

Thinking
Planning

Planning



4.Complex Network Agent Query 

The agent has to think and plan

Thinking
Planning

Planning

Response



4.Complex Network Agent Query 

The agent has to think and plan

Thinking
Planning

Planning

Response

It got it right again!



Real World Impact



Selecting the right use cases



Considerations
Legal and regulatory 
requirements need to 
be front and center

Bias need to be 
mitigated

Hallucinations are a 
reality

Privacy and data 
protection need to 

be accounted for Accountability 
and transparency 
are a must

The potential for 
misuse and generation 
of harmful content 
must be managed

Intellectual 
property must 
be protected

THREATS



The Road Ahead



Strategies to adapting in the AI era
Start Small

ü Begin with specific use cases
ü Build proof of concepts
ü Document learnings and failures
ü Create feedback loops

Focus on the fundamentals

ü Standardize data collection
ü Establish governance frameworks
ü Define clear security boundaries
ü Create robust documentation

Enhance AI Capabilities

ü Implement advanced NLP interfaces
ü Build domain-specific models or RAG
ü Create test and validation 
frameworks

Collaborate

ü Mentor and train network engineers
ü Build automation and AI/ML skills
ü Create centers of excellence
ü Foster innovation culture



“AI is not going to replace humans, 
but humans with AI are going to 
replace humans without AI.”

Karim Lakhani – Professor Havard University



Thank you!

● @LabEveryday

https://bit.ly/3UPsYoG

https://bit.ly/3UPsYoG


Questions?


